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3awmTa ot Kubepyrpos

Ecnn mexaHnam npepoTepalleHns yrpos cnab, To u nioboe pelueHne 6e30nacHOCTM Ha ero OCHOBE TOXe
6yneT HeaddekTUBHbIM. MaTy-MeHeaXXMEHT, WindpoBaHNE, UHCTPYMEHTbI KOHTPONS — 3TU U Apyrve
TexHonornyn o6ecrneunBaioT BaXkKHYO AOMONTHUTENbHYIO 3aLUUTY, HO HE MOTYT KOMMNEHCUMPOBaTb HEAO0CTATKN

6a30BoOW1 3aLUUTbI OT Yrpos3.

3awmTa oT yrpo3 HaxoAuUTCS B LEHTpe Kaxcaoro pewleHus «JlabopaTtopum Kacnepckoro». Haw MHoroypoBHeBbIiA
rméKkuii noaxop, BK/lo4YaeT MHOXECTBO CIIOEB, KOTOPble MPOTUBOAENCTBYIOT KN6epyrpo3am B pa3HbIX

MX NPOSIBIIEHUSIX U Ha pa3HbiX YPoBHaX. B npoaykTax «JlabopaTtopun Kacnepckoro» ans 3awmrbl pabounx

MeCT peanu3oBaH Lenblii apceHan NPeBEHTUBHbIX TEXHONIOTMIA HOBOrO NMOKOJEHMS], KOTOPbIe OBGHapY>KMBaIoT,
MUHUMW3VPYIOT N HEATPaNu3yloT CamMble N3OLLPEHHbIE N aKTyaslbHbl€ Yrpo3bl.

OKcnepTHble 3HAHUS
N nccnepoBaHne yrpos

3aLunTa HOBOro NOKOMNEHWS CTPOUTCS Ha 6ase Hallel KoHLenumm
HuMachine™, koTopas o6beauHseT B cebe TexHonorum
MaLLUMHHOMO OBYUYEHNS, SKCMEePTHbIE 3HAHWS 1 rNoBanbHyYo
aHanuTuKy yrpoa. 9kcnepTsl «JlabopaTopus Kacnepckoro»
obHapyxunu 6onblie APT-yrpos muposoro macwTaba, uem
no6oli opyroi NponsBoanTENb peLleHnii UHGOPMaLNOHHO
BesonacHocTn. Mbl TBEpLO HaMepeHbI U fanee BknaabiBaTb
pecypchbl U3yUYeHre yrpos, YTo NOATBEepPXAaeT Kak KONMYecTBO
HalLNX UccnenoBaTeNbCknx KOMaHA, Tak 1 X NpusHaHue
MUPOBbLIM COOBLLECTBOM.

MHoroypoBHeBas 3awimTa
Ha OCHOBe nepenoBbIX
TEXHONOrnn

MHoroypoBHeBas 3aluuTa focTuraeTcs 6narogaps
KOMBUWHNPOBAHHOMY UCMONb30BaHMIO TEXHOMOT A,
paspaboTaHHbIX Ha 6ase anropUTMOB MaLLMHHOTO OBYyYeHMs.
CoBpeMeHHble CpefCcTBa 3aLLMTbl PaBOYNX CTaHLMIA 1 yCuneHne
3aLLMTBI CUCTEM (BKITIOYUas NOALEPXKKY BefblX CMINCKOB U KOHTPOsb
nporpamm), NoBefAgHYeCKnli aHanun3a s obHapyXeHus aTak,
aBTOMaTU3NPOBaHHOE YCTPaHeHNe NOCNenCTBUIA aTaku,
3alMTa OT SKCMIONTOB 1 MPOrpaMM-BbiMOraTenein — BCé aTo
BXOLMT B HALLW PELUEHNS ANS 3alMUTbl KOHEYHbIX YCTPONCTB.
Tak>xe npepocTaBngeTcs 3awmTa oT ckpuntos PowerShell

1 6ecdaiinosbix aTak.

Kaspersky EDR — Hapé>Hbin
WHCTPYMEHT Noucka
N obHapy>keHns yrpos

NHTerpaums c Kaspersky Endpoint Detection and Response
obecreyrBaeT aBTOMaTNYECKOE pearnpoBaHmne Ha MHLUULOEHTDI
B6e3onacHOCTN. OTOT KOMMMIEKCHbIV Moaxon K npumeHeHuio EDR
MoBbILLIAET NPO3PaYHOCTb BO BCeX cermeHTax I T-uHdpacTpykTypsl,
no3BoSIss LieHTpam obecneyeHns 6e30nacHOCTU MPUHMATb
MHbOPMUPOBaHHbIE PELLEHNS 1 BbIBMpaTb Nyyllre cTpaTerum ong
HeliTpannaaumm kak HI3KONPUOPUTETHOrO BpefoHocHoro 10,

TaK 11 caMblX MPOABUHY ThIX YrpoO3.

LLiInpokne Bo3amo>xHOCTU
yrnpaBneHns asis KPynHbIX
KOMMaHWA

Bo3MOXHOCTb yNpaBisiTh COTHAMM 1 ThiCSHamMy paboumx CTaHLMiA
3 eOVHO KOHCOSM MO3BOMSIET FMBKO KOHTPONMPOBaTh BCto UT-
NHPPACTPYKTYPY Y BUAETb MOSHYIO KaPTUHY €€ 6e30MacHOCTY.
[1nsi KopriopaTrBHbBIX CUCTEM KPYMHOro 613Heca NopAepXMBaloTCs
Takvie BO3MOXHOCTW, kak aBTOMaT/3VPOBaHHOE Pa3BEPThIBaHNE
MO, aBTOMaTUN4ECKOE CO3LaHNE OTHYETOB, @ Tak>Ke NoaaepXKa
NepapXN4ECKIX 1 N30SIMPOBaHHDBIX CPEA,



HdononHuTtenbHblie pyHKLUN

BasoBas 3awuTa ot yrpos

3awwmTa ot Paiinosbix yrpos

OTOoT 0693aTeNbHbIi KOMMNOHEHT o6nagaeT 60MbLM Ha6opoM
TexXHOMorui ang 3alwmTel oT dpalinossix yrpos. Cioaa Takxe
BXOAUT ckaHuposaHue nogcuctemsl Windows Subsystem for
Linux (WSL).

3awmTa oT NOUTOBbIX Yrpo3

Yale Bcero BpegoHocHoe MO npoHvKkaeT B KOpropaTuBHYHO
CeTb VIMEHHO Yepes aNeKTPOHHYIo NouTy. KomnoHeHT «3alwuTta
OT MOUTOBbIX YrPO3» NMPOBEPSIET BXOASLLVE N UCXOASLLNE
MMCbMa Ha Hanm4mne ornacHbIX 06 bEKTOB.

3awura ot Be6-yrpos

OTOT KOMMOHEHT 3alLMNLLAET AaHHble, KOTOPble MOCTynatT
Ha KOMMbIOTEP N OTMNPAaBNSOTCS C HEro, ycTaHaBnmBaeT
npuHagnexHocTb URL-appecoB k BpegoHOCHbIM Ui
duwmnHrosbiM Be6-anpecam, a Takxe nposepsaet HTTPS-
Tpaduk, YToObl CBOEBPEMEHHO Npeceyb AeCTBIS areHToB
60THeTOB, APOMNMNEPOB, BMPYCOB-BbIMOraTenei u T. 4.

3awumTa oT ceTeBbIX Yrpo3

OTOT KOMMOHEHT OTCNexXMBaeT BO BxogslleM Tpaduke
aKTUBHOCTb, XapakTepHYto A9 ceTeBblx aTak. 3awmTta oT MAC-
cnyduHra nomoraeT naeHTUPULMPOBaTh 1 3anpeLLaTb NOAMEHyY
afpecos, KOTopas AenaeTcs 415 koMnpomMeTaLmmn pabounx
cTaHuuii 1 nepexaaTa Tpaduka, afpPeCoOBaHHOMO APYTrM
ycTpolicTBam ceTu.

CeTeBolii aKpaH

OTOT KOMMOHEHT PUALTPYET CeTeBble NakeTbl, MOTOKM AaHHbIX
1 ceTeBble COeMHEHNS, TEM CaMblM OrpaHUYrBasi CETEBYIO
aKTMBHOCTb YCTPOWCTBA.

SawunTta ot atak BadUSB

KomnoHeHT «3awumTa ot atak BadUSB» paspeluaet
MCMoNb30BaTb @aBTOPM30BaHHYIO KNaBmaTypy 1 3anpeLLaeT
HeaBTOPW30BaHHY0, KOTOPYIO UMUTUPYET 3apaKEHHOe
USB-ycTpoiicTso.

TexHonorua AMSI

AMSI (Anti-Malware Scan Interface) nossonseT peleHuto
«JlaBopaTopum Kacnepckoro» NpoBepsaTb OTNpaBneHHbIe
CTOPOHHUMU NporpaMmmMamy 06bekTbl. Pe3ynstaThsl npoBepku
nepenatoTCs 3TOW NporpamMmme, KOTopasi B CBOKO o4yepeb MOXeT
3a610KMPOBaTb UNW YAaNUTb O6BbEKT.
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MpopBuHyTas 3awmTa oT yrpos
Kaspersky Security Network (KSN)

O6nayHag penyTauroHHas 6a3a faHHbIX 06 yrpo3ax
cobupaeT 1 aHann3npyeT AaHHble 0 6e30MacHOCTN TOro UIn
NHOro 06bekTa, KoTopble LOBPOBONbHO NPEAOCTaBSIOTCS
MUNIMoHaMu nonb3oBaTeneli no scemy mupy. KSN
obHapy>xmBaeT BpegoHocHoe MO 1 makcrmanbHoO 6eiIcTpo
pearvpyeT Ha HOBblE Yrpo3bl.

AHanus noeepeHvsda

[laHHbI KOMMOHEHT UCMOMNb3YeT TEXHOMNOT I MaLIMHHOFO
0ByueHns ons obHapyXeHNs 1 N3BeYeHns LabnoHoB
onacHoro noseaeHns, YToobl aPpdEKTUBHO 3aLUUTUTL CUCTEMY
OT BUPYCOB-BbIMOraTesneii. AHanm3 noBefeHns MOXeT
0BHapY>XNTb 1 OCTAHOBUTb BPEAOHOCHOE LWidpoBaHNe
nokanbHoro daiina 1 ynanéHHoe wrdpoBaHmne obLLMX Nanok
Yepes ceTb.

3awmTa OT 3KCN/ONTOB

3aLumTa OT 3KCMIONTOB oTCnexumuBaeT BpegoHocHoe 10, koTopoe
9KCMNyaTUPYeT YSI3BUMOCTU Hanbonee pacrpoCTPaHEHHbIX
nporpamvm. CHavana oHa obHapy>k1BaeT NoA03PUTENbHbIE MOLENN
roBefeHWs, 3aTeM HEMELLIEHHO OCTaHaBNMBAET SKCMyaTMpPOBaHMe
N NPenoTBPaLLaET BbINOSIHEHNE Y>Ke 3arpy XKEHHOrO BPEAOHOCHOTO
Koga.

Cuctema npepoTBpalleHUs BTOpPXXeHUI Ha
ypoBHe xocTa (HIPS)

Ha ocHoBe paHHbix KSN o6pasyeTcd ueTbipe cTaHOapTHbIE
rpynnbl LoBepeHHbIX nporpamm, a HIPS pacnpepenset
nporpammel No aTuM rpynnam. Camble LOBEPEHHbIE N3 HUX
3aHocaTCs B 6enblii CnMCoK 1 3anyckatoTcs 6e3 orpaHnyeHuii.
OcTarbHble UMEIOT OrpaHnyYeHHble MPUBUNEMNN N IUMUTN-
POBaHHbIA [OCTYM K KPUTUYECKUM CETEBBIM PECYPCaM.

OTKaT BpeaoHOCHbIX AelicTBUIA

OTOT KOMMOHEHT co6|/|paeT AaHHble O no,n,ospMTeanon
aKTVBHOCTW, YTO MO3BONYFET BbIMONMHNTb OTKaT JJ,eVICTBVIVI,
KOTOpbIe Bbinn NPor3BeaeHbl BPELOHOCHBLIMU MPOrpaMmMamMu.



